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Dear Alice H
Oh, how | have missed you.
| think of you all the time!
...(blah blah blah)

Public key

encryption
Bob algorithm

Bob’s message, m,
signed (encrypted)
with his private key
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Alice wants to send confidential e-mail, m, to Bob.

t 0§

Alice wants to send confidential e-mail, m, to Bob.

KS (O
Kg(m) Kg(m)
" s e m "
(572 & 4
@ O, :KS@? - i‘ &
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() + Kg(*)
'l—] Kg(Ks) Kg(Kg) T :
. KB = Kg' &= . KB = Kg' €=
Alice: Bob:
generates random symmetric private key, K. ’ . .
encrypts message with K (for efficiency) uses his private key to decrypt and recover Kg
also encrypts K¢ with Bob’s public key. uses Kg to decrypt Kg(m) to recover m
sends both Kg(m) and Kg(Kg) to Bob.
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- Alice wants to provide sender authentication message
integrity.

N
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« Alice digitally signs message.
< sends both message (in the clear) and digital signature.

¥ G

« Alice wants to provide secrecy, sender authentication,
message integrity.
=Ky !
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() Ks()
0 I @
K
s m KB(KS )

Alice uses three keys: her private key, Bob’s public key, newly
created symmetric key
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