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WHAT IS BLOCKCHAIN?

WHAT IS BITCOIN?
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PHYSICAL CURRENCY IS ANONYMOUS AND SECURE
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Physical currency is

anonymous (cannot identify parties involved) and

® secure (difficult to fake).
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THE DOUBLE-SPENDING PROBLEM
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WE WANT DIGITAL CURRENCY TO BE ANONYMOUS AND SECURE 8

THE DOUBLE-SPENDING PROBLEM SOLVED USING TRUSTED 3RD-PARTY
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Ledger Managed by Trusted 3rd Party
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This is centralized!! This is traceable!! :( And this is difficult to scale!!
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WE WANT

JUST LIKE PHYSICAL CASH

WE WANT DIGITAL CURRENCY TO BE ANONYMOUS AND SECURE 10

BITCOIN [SATOSHI NAKAMOTO 2008]
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GLOBAL DISTRIBUTED DECENTRALIZED LEDGER

e Secure

Clitzrly sl Lesar e All peers see all transactions

A OWNS COIN 0X000001

A OWNS COIN 0X000002 ® Ledger is append-only, so everyone can validate
AGIVES COIN 0X000001 T0 B that there is no double-spending
AGIVES-COIN-0X000001-70-C

Immutable: cannot go back and change past
entries in the ledger

® Anonymous

¢ Bitcoins are sent to ‘addresses’ such as 0xX00000A
and 0x00000B so you cannot tell who is who

® Use new keys to avoid establishing “patterns of
use”
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GET A WALLET 12

JOINING THE BITCOIN SYSTEM

e Download a "wallet” software B

® Wallet software will generate your identifiers (private and public
key pairs)

e Private key is used to sign your transactions
e 160-bit hash of your public key is used as your bitcoin address

e Wallet will join and run the Bitcoin protocol on your behalf using
your keys

® You can send and receive coins using your bitcoin address
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WWW.BITCOIN.ORG 13

BITCOIN CORE WALLET
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Avadable. 0.00000000 BTC
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Total 0,00000000 BTC

Receiver's bitcoin address (hashed public key)

SENDING BITCOINS ——
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W infographic from PWC
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e Transactions (~500) are grouped together into a “block” that needs
to be “mined” or “created” before appended to the global ledger.
e Peers in the network verify transactions in the block and compete
to mine the new block. Every 10 minutes there is one winner and a
new block gets created. The winner gets a reward worth 12.5 BTC
(was 50 BTC in 2009) and the transaction fees.
e Currently (8/2017) 16 million coins mined from the maximum
possible 21 million coins.
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HOW ARE NEW BLOCKS CREATED (MINED)

® Peers gather a set of pending transactions to put into this new block (< 1 MB size)
® Verify transactions
* Solve a hashing problem “proof of work” based on
1.Hash of previous block
2.Transactions in this new block

3.Creation of the rewards (12.5 BTC)

PREV BLOCK I NEW BLOCK

4.Nonce

o The miner has to hash 1-4 and keep changing the nonce until it finds a nonce that produces a hash with
enough zero's

* 00000000000000000045573ef92236dbf4ec21cf9fdd42271f12be9e78272¢1b
Transactions are confirmed after 6 blocks have been appended
Bitcoins are confirmed after 100 blocks have been appended
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BREAKING TIES

« Two miners may happen to publish new blocks at the same time. This is called a fork.

® To break ties, the branch with more 0's in the hash wins.

® More generally, the longest chain wins.

NEWER 000000000c21cf9fd wins

NEW BLOCK. BLOCK 000000045573889d loses
GIVE REWARD T0 g “GIVE REWARD TO

Y
PREV (mm) PREV

NEW BLOCK
GIVE REWARD T0
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WORTH IT?

[T August 2018 Jue 2018 November 2016
Power corsumption BATW SN 1ITEW 27% ASOW-1000W
Puowar oy 0.1.40H 9% 0,008 3GH 029 30H
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https://99bitcoins.com/best-bitcoin-miners-2016-hardware-reviews/
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NOT YOUR NORMAL EVERY DAY COMPUTER 20

S Compact Time-tested
THISIS FOR REAL. .. i o e
smaller than many portable boom-boxes

The BM1387 ASIC Chip
The world's first bitcoin mining ASIC based on the 16nm
process node

Controlled by a Dual
ARM® Cortex®-A9
Microprocessor

'§9's control board uses a Xilinx®
Zynq®-7000 series FPGA with a Dual
ARM® Cortex®-A9 microprocessor

Engineered to Remain
Powerful Yet Cool

A high-grade aluminium case, customized
heat-sinks and two computer-controlled
fans to keep it cool
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WHO IS IN THE BITCOIN P2P NETWORK?
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https://bitnodes.21.co/
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HTTP://BLOCKCHAIN.INFO/UNCONFIRMED-TRANSACTIONS

1731 Unconfirmed Transactions Live updating list of new bitcoin
transactions
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17062 Unconfirmed Transactions Live updating list of new bitcoin transactions
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® Atransaction is verified by the miner who /AGIVES COIN 0X000001T0 B
e checks that A really made the transaction (check A's signature)

e checks the public ledger to verify that A hasn't already sent
these Bitcoins to someone else (prevent double-spending)
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ADJUST THE DIFFICULTY TO MAINTAIN BLOCK GENERATION TIME

Biacoin Block Generation Time vs Difficulty
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https://bitcoinwisdom.com/bitcoin/difficulty
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ADJUST THE REWARD OVER TIME

http://www.bitcoinblockhalf.com/

Bitcoin Block Reward Halving Countdown
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P 00 ETA uter 17 Jun 2020 162024

Total Bitcoins In circudation:

16,499,500
Total Bitcoins to ever be produced: 21,000,000
Percentage of total Bitceins mined: TBETH%
Total Bitcolns left to mine: 4,500,500
Total Bitcoins left to mine until mext blockhalt: 1,800,480

HTTP://BLOCKCHAIN.INFO/POOLS 8/6/2017 26

NEED DIVERSE POOL TO PREVENT AGAINST
COLLUSION / CONTROLLING THE NETWORK

ComnectBTC 0.2%

51% attack: RSl

do not want \\ |

AntPook 22.1%

anyone to
have > 50%

BTCcom 12.1%

STCC Peot 4%
Bitcoin price (SO $3.42050 o
Market capitalization (USD): $56,568,535,750.00 e
Bitcoins generated per duy: 1728 o
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EXCHANGE RATE ON AUGUST 6, 2017 27
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Today's Open $330176 Change v $.5286
$3 248.90 ¥-1.60% TodaysHigh  $333034 Market Cap $53.508
’ Today's Low $319019  Supply 16491813
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BITCOIN IN DAILY LIFE?

“IT'S STILL HARI] 10 USING BITCOIN AS A DAILY PAYMENT BECAUSETHE ==
MINER FEES IS T00 HIGH, AND THE CONFIRMATION TIME BY BLOCKCHAIN @ »
1ST00 LONG FOR DAILY PAYMENTS,” BITKAN, MARCH 2017.

& 2l
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BITCOIN VS. BLOCKCHAIN

® Bitcoin is a digital currency based on Blockchain technology

e Blockchain is the peer-to-peer network that provides an
open, public, anonymous and immutable distributed ledger

* Mining to create blocks
e Can be used for any “transaction”, not just digital currency

e Supports smart contracts
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APPLICATIONS BEYOND DIGITAL CURRENCY

@ Potential applications
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Infographic from PWC
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TEXT 3

SLASHDOT POLL

Your favorite alternative Blockchain use?
Displaying poll results.

Proof of identity

11503 votes /6%

Notary service

1453 votes / 5%

Non-repudiable proof of voting
1%

DNS replacement
18%

Micro-lending
[195 votes / 2%

‘Something not on this list
1475 votes 1 6%
How can a chain be made of blocks?
7733 total votes.
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SMART CONTRACTS

Agreements between parties that are published to
blockchain and are automatically executed when
conditions are met. Written in a programming language.
Can be very complex.

// pay rent for apartment every month // buy 10 coffees, get llth cup free

// up to LAST RENTAL DATE purchase ++;

if ((last day of the month) && if (purchase <= 10) then

(date < LAST RENTAL_DATE)) then (pay 0.1 BTC) to (starbux)

(pay 1 BTC) to (apartment manager) else

purchase = 0;
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* Open-Source Software/Platforms

KEY PLAYERS

* Traditional players

e Ethereum

o Hyperledger

® Blockchain as a

Service e Eris
* IBM Hyperledger ¢ Ripple
® Microsoft Azure BaaS ® Multichain

s T R BT
® Banks and Financial smart contracts. 3 ¢

Services What? Distributed storage Distributed compute Distributed compute
an compute some pre-  can compute any logic
templated logic:

e Startups Examples Bitcoin (public) NXT (public) Ethereum (public)

Litecoin (public) Eris (private)
Multichain (private) Clearmatics (private)
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become avstable
blockchain project leader
Emai 3o Blockehain Group
New York, New York

You have & ew Blockehain or Eihereus buied sroject you wast 10 de deviop! We fnance it

Create job alert

a0t bl you bring 1 19 market

[ I

Senior Test Engineer

Blockchain Startup

New York, New York

e e 30d dee undenstandng of sutmated testing tocis a-d rarmewstka
& e o softmare teting techicues

e Lots inthe FinTech e 01603001 e ) oSt ans eI 56257 Cloud
space
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Gat alerts for this search

s they

(:uuomnm. IO C IR (PO ummsulu) ort by Relevance

Security Engineer
Blockchain
New York City, NY, US

We'ew lockng for wmeone with the tecurty mingaet end the hands <n il needed
felow employees aed customer funds fiom black hats. Experience with Bacsin o

Create job alert

Location
) ) AML Compliance Officer
: [ [—
' Rockvilie, Maryland

[\ T

Full Stack Eni,nea 29

Gat aterts for this search
We'll email you new jobs as they
become avallable

( 85,619 Clowd jobs, careers, employment in United suln)

Cloud Test Engineer

QLLaas_i"lwiatﬁm (Secure Health Record Exchange between d

Pharmacies and Hospitals for Continuity of Care)
neanasouty Sswedvers  easnmd Minndunady uazAMY
privacy and data access provided by blockchain-based network

+ HOSP[TAL

4. pharmacy
retrieves
hospital

health record

3. patient visits
pharmacy for follow-
up and allows °
pharmacy to access
data

2. hospital links
health record to

1. patient visits
blockchain

hospital

i doslusioy)
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RESEARCH ISSUES

® Scaling without compromising security

The War Between Segwit vs.
BIP148 vs. Bitcoin Unlimited,
Explained

By Investopedia | June 14, 2017 — 12:23 PM EDT

BITCOINHASSPLITINTO TWO CRYPTOCURRNCIES. WHAT, 000
Bitcoin Has Split Into Two
Cryptocurrencies. What,

Exactly, Does That Mean?

099
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RESEARCH ISSUES

® Smart contract security
== 1550 MILLIO IACK JUST

P SHOWED THAT THE DAO WAS

B ALLTOO HUMAN

Hackers have stolen $32 million in
Ethereum in the second heist this week

see’ Woifie Zhao, CoinDesk
{: ©Jul.20,2017,551AM A 53876
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