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WHAT IS BLOCKCHAIN? 
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WHAT IS BITCOIN?
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TEXT

OUTLINE

• BitCoin  

• Blockchain 

• Smart Contracts 

• Applications  

• Research
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PHYSICAL CURRENCY IS ANONYMOUS AND SECURE
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A

TIME FOR 
LUNCH…

B C

I SELL PIZZA..
I 

SELL BUBBLE 
TEA..

A GIVES 1 COIN TO B A GIVES 1 COIN TO C

Physical currency is  

• anonymous (cannot identify parties involved) and  

• secure (difficult to fake). 
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DIGITAL CURRENCY
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COIN 
0X000001

COIN 
0X000002

A

TIME FOR 
LUNCH…

B C

I SELL PIZZA..
I 

SELL BUBBLE 
TEA..

A GIVES COIN 0X000001 TO B A GIVES COIN 0X000002 TO C
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COIN 
0X000001
COIN 
0X000001

THE DOUBLE-SPENDING PROBLEM
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COIN 
0X000002

A

TIME FOR 
LUNCH…

B C

I SELL PIZZA..
I 

SELL BUBBLE 
TEA..

A GIVES COIN 0X000001 TO B A GIVES COIN 0X000001 TO C
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COIN 
0X000001
COIN 
0X000001

WE WANT DIGITAL CURRENCY TO BE ANONYMOUS AND SECURE

THE DOUBLE-SPENDING PROBLEM SOLVED USING TRUSTED 3RD-PARTY
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COIN 
0X000002

A

TIME FOR 
LUNCH…

B C

I SELL PIZZA..
I 

SELL BUBBLE 
TEA..

A GIVES COIN 0X000001 TO B

A GIVES COIN 0X000001 TO C

Ledger Managed by Trusted 3rd Party

APPROVED!

DENIED!

This is centralized!!  This is traceable!!  :(  And this is difficult to scale!!

WE WANT DIGITAL CURRENCY TO BE 
  

ANONYMOUS AND 
  

SECURE  

JUST LIKE PHYSICAL CASH
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WE WANT DIGITAL CURRENCY TO BE ANONYMOUS AND SECURE

BITCOIN [SATOSHI NAKAMOTO 2008]
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COIN 
0X000002

A

TIME FOR 
LUNCH…

B C

I SELL PIZZA..
I 

SELL BUBBLE 
TEA..

A

Globally Distributed Ledger

A OWNS COIN 0X000001 
A OWNS COIN 0X000002

B
C

Globally Distributed Ledger
A OWNS COIN 0X000001 
A OWNS COIN 0X000002

COIN 
0X000001

A GIVES COIN 0X000001 TO B  
(PENDING…)

A GIVES COIN 0X000001 TO B  
(PENDING…)
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GLOBAL DISTRIBUTED DECENTRALIZED LEDGER
• Secure 

• All peers see all transactions 

• Ledger is append-only, so everyone can validate 
that there is no double-spending  

• Immutable: cannot go back and change past 
entries in the ledger 

• Anonymous 

• Bitcoins are sent to ‘addresses’ such as 0x00000A 
and 0x00000B so you cannot tell who is who 

• Use new keys to avoid establishing “patterns of 
use”
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Globally Distributed Ledger

A OWNS COIN 0X000001 
A OWNS COIN 0X000002 
A GIVES COIN 0X000001 TO B 
A GIVES COIN 0X000001 TO C 
…
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GET A WALLET

JOINING THE BITCOIN SYSTEM

• Download a “wallet” software 

• Wallet software will generate your identifiers (private and public 
key pairs) 

• Private key is used to sign your transactions 

• 160-bit hash of your public key is used as your bitcoin address  

• Wallet will join and run the Bitcoin protocol on your behalf using 
your keys 

• You can send and receive coins using your bitcoin address
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WWW.BITCOIN.ORG 

BITCOIN CORE WALLET 

13

kunwadee (AT) cp.eng.chula.ac.th

SENDING BITCOINS
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Receiver’s bitcoin address (hashed public key)

Transaction fee

SIGNED WITH
 SENDER’S PRIVATE KEY     
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BITCOIN MINING

• Transactions (~500) are grouped together into a “block” that needs 
to be “mined” or “created” before appended to the global ledger.  

• Peers in the network verify transactions in the block and compete 
to mine the new block.  Every 10 minutes there is one winner and a 
new block gets created.  The winner gets a reward worth 12.5 BTC 
(was 50 BTC in 2009) and the transaction fees. 

• Currently (8/2017) 16 million coins mined from the maximum 
possible 21 million coins.
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Infographic from PWC
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http://www.cryptocoinsnews.com/worlds-largest-
bitcoinether-mining-farm-unveiled-by-oxbtc/
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HOW ARE NEW BLOCKS CREATED (MINED)

• Peers gather a set of pending transactions to put into this new block (< 1 MB size) 

• Verify transactions 

• Solve a hashing problem “proof of work” based on 

1.Hash of previous block 

2.Transactions in this new block 

3.Creation of the rewards (12.5 BTC) 

4.Nonce 

• The miner has to hash 1-4 and keep changing the nonce until it finds a nonce that produces a hash with 
enough zero’s 

• 00000000000000000045573ef92236dbf4ec21cf9fdd42271f12be9e78272c1b 

• Transactions are confirmed after 6 blocks have been appended 

• Bitcoins are confirmed after 100 blocks have been appended
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PREV BLOCK NEW BLOCK

prev hash

nonce

reward

tx tx …

prev hash

nonce

reward

tx tx …
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BREAKING TIES
• Two miners may happen to publish new blocks at the same time.  This is called a fork. 

• To break ties, the branch with more 0’s in the hash wins. 

• More generally, the longest chain wins.
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PREV 
BLOCK

NEW BLOCK 
GIVE REWARD TO 

Y

NEW BLOCK 
GIVE REWARD TO 

X

NEWER 
BLOCK 

GIVE REWARD TO 
Z

THESE 2 ARE IN CONFLICT.

000000045573889d loses
000000000c21cf9fd wins

hash

hash

PREV 
PREV 

BLOCK
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WORTH IT?
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https://99bitcoins.com/best-bitcoin-miners-2016-hardware-reviews/
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NOT YOUR NORMAL EVERY DAY COMPUTER

THIS IS FOR REAL…
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http://shop.bitmain.com/antminer_s9_asic_bitcoin_miner.htm
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WHO IS IN THE BITCOIN P2P NETWORK?
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https://bitnodes.21.co/
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8/7/2017

HTTP://BLOCKCHAIN.INFO/UNCONFIRMED-TRANSACTIONS
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8/11/2017

• A transaction is verified by the miner who 

• checks that A really made the transaction (check A’s signature) 

• checks the public ledger to verify that A hasn’t already sent 
these Bitcoins to someone else (prevent double-spending)
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A GIVES COIN 0X000001 TO B
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ADJUST THE DIFFICULTY TO MAINTAIN BLOCK GENERATION TIME
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https://bitcoinwisdom.com/bitcoin/difficulty
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8/10/2017

ADJUST THE REWARD OVER TIME
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http://www.bitcoinblockhalf.com/
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HTTP://BLOCKCHAIN.INFO/POOLS 8/6/2017

NEED DIVERSE POOL TO PREVENT AGAINST 
COLLUSION / CONTROLLING THE NETWORK
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51% attack: 
do not want 
anyone to 
have > 50% 
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EXCHANGE RATE ON AUGUST 6, 2017 27
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BITCOIN IN DAILY LIFE?
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“IT'S STILL HARD TO USING BITCOIN AS A DAILY PAYMENT BECAUSE THE 
MINER FEES IS TOO HIGH, AND THE CONFIRMATION TIME BY BLOCKCHAIN 

IS TOO LONG FOR DAILY PAYMENTS,” BITKAN, MARCH 2017.
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BITCOIN VS. BLOCKCHAIN

• Bitcoin is a digital currency based on Blockchain technology 

• Blockchain is the peer-to-peer network that provides an 
open, public, anonymous and immutable distributed ledger 

• Mining to create blocks 

• Can be used for any “transaction”, not just digital currency 

• Supports smart contracts
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APPLICATIONS BEYOND DIGITAL CURRENCY
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Infographic from PWC
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TEXT

SLASHDOT POLL
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SMART CONTRACTS

Agreements between parties that are published to 
blockchain and are automatically executed when 
conditions are met.   Written in a programming language.  
Can be very complex. 
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// pay rent for apartment every month

// up to LAST RENTAL DATE

if ((last day of the month) && 

(date < LAST_RENTAL_DATE)) then 

(pay 1 BTC) to (apartment manager) 

// buy 10 coffees, get 11th cup free

purchase ++;

if (purchase <= 10) then

(pay 0.1 BTC) to (starbux)

else 

purchase = 0;
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KEY PLAYERS
• Traditional players 

• Blockchain as a 
Service 

• IBM Hyperledger 

• Microsoft Azure BaaS 

• Banks and Financial 
Services 

• Start ups 

• Lots in the FinTech 
space
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• Open-Source Software/Platforms 

• Ethereum 

• Hyperledger 

• Eris 

• Ripple 

• Multichain 

Table from http://bitsonblocks.net/2016/02/01/a-gentle-introduction-to-smart-contracts/
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การแลกเปลี่ยนข้อมูลคนไข้ระหว่างร้านยาและโรงพยาบาลเพื่อการ
ดูแลอย่างต่อเนื่อง (Secure Health Record Exchange between 
Pharmacies and Hospitals for Continuity of Care) 
ผศ.ภก.ดร.อนุชัย  ธีระเรืองไชยศร ี     อ.ดร.กุลวดี ศรีพานิชกุลชัย            และคณะ
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privacy and data access provided by blockchain-based network

4. pharmacy 
retrieves 

hospital 
health record

2. hospital links 
health record to 

blockchain 
1. patient visits 

hospital

3. patient visits 
pharmacy for follow-

up and allows 
pharmacy to access 

data

โครงการบูรณาการระบบสารสนเทศเพื่อการเชื่อมโยงข้อมูลการบริบาลทางเภสัชกรรมแก่ผู้ป่วยอย่างต่อเนื่องและการส่งต่อผู้ป่วยจากหน่วยบริการปฐมภูมิสู่สถานบริการตติยภูมิ ระยะที่ 2  
(เน้นการพัฒนาระบบสารสนเทศสำหรับการเชื่อมโยงข้อมูล) 
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RESEARCH ISSUES

• Scaling without compromising security
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RESEARCH ISSUES

• Smart contract security 
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