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Data Security
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% (Physical Security)
– ���ก (Logical Security)
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Physical Security

• �3�� (Media) �	

����ก��1����* ��9� ;
������ก�

• �(�ก�&� (Equipment) �	
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Physical Security - Media

• ��4� ���:*�� hard disk

• �3�����
�( - ������3���/%���1�
��ก���

• Backup

• LOCKSS (Lots of Copies Keep Stuff Safe)
• 
*
��	
��


– $*
��$*3��� inconsistency

– ����:
* security data leak

– ��6���*3��

• Off-line Backup - �0�
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Physical Security - Equipment

• <���(�ก�&������ �����
��

• <������ RAID (Redundant Array of Inexpensive 
Disk)

• <������(�ก�&� (Rack Cabinet) �
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�
– ����:!!=


– ����%��*����
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• <���9��ก������1��
���� ���!�����

• ����������(�
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Logical Security

• Data Encryption ก
��1�
�
��*��1����* �=��ก��ก
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*
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http://en.wikipedia.org/wiki/Security_tokens
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Logical Security

• Backup – ก
��	
���1����*
– �>3��$�
�����
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– �ก��:����ก����	
ก
�

• Data Masking �?����1����*�	
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• Data Erasure ก
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USB Flash/Thumb Drives

• 
�9��$�
�'	
"�� Thumb Drives 
�3� Flash Drives
– $�
�'(��� 16/32 GB

– 1�
��*�ก <�9ก����@
 ��:��

– 1
�ก
������ �
���6�:����5�A� <�ก����@
��ก�
�

– $��$(��
ก

������� ������ USB port

����
 http://en.wikipedia.org/wiki/Secure_USB_drive
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'����(�� Thumb Drive
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• ���กBC��กD
�
� Data Protection Act �%3��$(��$���1����*1��
�'�
1�� ��9� Credit Rating

• Information Security <��
��7
� ISO/IEC 17799 ���(
�9
1����*����ก���(ก���������>�����>�������3���$�
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DRC – Disaster Recovery Center

• Disaster 
Recovery 
Center (DRC) 

�3� Backup Site 
(������	
���)

• 
*�ก���ก��ก�&�E(ก�E��
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�"��
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Data Placement
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��ก��������
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Centralized Data

• 1����
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Centralized Data

• 1������
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28�:�9�� <���
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• �.ก�����������.���9 CTW
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ก��*��������������ก��*��
Distributed Data

• �
�1����$�ก��ก����ก��
– �(ก�9��/GH
�1����$�ก�
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/>��������ก
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<
�9$3� data synchronization



�.��.����� - Intro IT / IS Module # 3-
Architecture

11/10/2010

�.��.����� - Intro IT / IS Module # 3-
Architecture 7

10/11/53 �.��.����� Intro IT / IS Module # 8-
Security & Placement

19

Multi-Centralized Database

• <���$�ก�1�
�<
�9'���7
�1����*�	
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���4� Centralized 
Database

• "�91����*'� 6	
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�1
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• 1����*�������ก��/���%��F�ก�� �ก����4� Distributed Data

10/11/53 �.��.����� Intro IT / IS Module # 8-
Security & Placement

20

Distributed Data & Database

• Distributed Data $3�1����*1����$�ก����ก��'
�
�3�'���
����9<����
�9
�J "�กก��"�9<���
��9��ก����4�
�8�������

• �0�

$3� ��$�ก����
�3�:�9�9
1����*ก��'
����9

• 2�
��� 7
�1����*/�����
�'�������ก
�ก��'
������6� ��4� Distributed 
Database & Application
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:�9���
–  6	
 ��� / *�ก*��� / >��%*
�

– %�
�
��������� ก*
���4�����"�� SAP
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C
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• Data Custodian - ���>������9�1����*�����	%ก�
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�����ก - ������ก-��

• ���������	
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