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50112601006101161112 Alice and Bob share a one-time pad
(secret random key).

00111001000101101111 Message
01110010011010010011 Key (random string) @
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But where do Alice and Bob get the key?
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Qubits: Two-state quantum systems
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How does it work?
Bit sequence, s/if 0 m 10

= Encoding bases, bfi] R N D R D D
= Transmitted photons g \A‘ /‘h N 7
ALICE
Eve's measurement bases, ebfi] R R D D D
Eve's measurement results, esfif 0 1 0 1 0
il New, transmitted photons - T N "\ /71
EVE

Bob's measurement bases, b'fi] R /D} D R D

|
Bob's measurement results, sfi] [] 1 0 0 0
\.‘_'/

BOB ecavesdropping detected and

communication aborted

FINAL KEY would have been: 0 0

“TWO-BIT” DEVICE
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RULES
1. AN INTERLOCK MECHANISM PERMITS ONLY ONE BOX AT A
TIME TO BE OPENED.
2. WHEN A BOX IS OPENED, THE INTERLOCK ALSO CAUSES A
RANDOM BIT TO BE PLACED IN THE OTHER BOX.

INFORMATION CAPACITY = 1 BIT

IF YOU TRY TO SEND 2 BITS ENCODED IN WHICH BOX AND WHAT'’S IN
THAT BOX, YOU END UP SENDING ONLY HALF A BIT.




ALICE

o
i

Secret key distribution

ALICE

o

Secret key distribution

ALICE

o
i

P

Secret key distribution

ALICE

o

Secret key distribution




Secret key distribution

ALICE
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ALICE AND BOB ANNOUNCE THEIR BOX SEQUENCES PUBLICLY
AND KEEP THE BITS ONLY WHEN THE BOXES AGREE. THIS
PROCESS, CALLED SIFTING, YIELDS A SHARED SECRET KEY, IN
THIS CASE
0100

THE KEY GENERATION RATE IS 50% (1/2 BIT PER TRY).

| ALICE AND BOB'’S SIFTED KEYS HAVE AN

ERROR RATE OF 25%. BY SACRIFICING SOME

KEY BITS, THEY CAN DETECT EVE'S PRESENCE
THROUGH THE ERROR RATE.

2. EVE KNOWS 50% OF EACH OF THEIR SIFTED

AL]CE KEYS.
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ERROR CORRECTION AND
PRIVACY AMPLIFICATION ALLOW
ALICE AND BOB TO EXTRACT A
SECRET KEY PROVIDED THE
ERROR RATE DOES NOT EXCEED
B

FLAW: IF EVE CAN DEACTIVATE THE
INTERLOCK, SHE CAN OPEN BOTH
BOXES AND DETERMINE THE SIFTED
KEY WITHOUT INTRODUCING
ERRORS.

Secret key distribution

QUANTUM MECHANICS TO THE RESCUE!
FOR QUANTUM SYSTEMS, THE TWO RULES ARE
CONSEQUENCES OF THE LAWS OF QUANTUM
MECHANICS:. THERE IS NO HIDDEN INTERLOCK

MECHANISM TO BE DE-ACTIVATED.

ALICE

RATS!
FOILED AGAIN. | HATE
THOSE QUANTUM
MECHANICIANS.

Alice sends photons with one of the four polarizations, chosen at random.
] /hﬁn\_ﬂwq/'[ [
For each photon, Bob chooses at random the type of measurement: + or X
o e S¢S e W 32 320
Bob records the result of his measurements, but keeps it a secret.
[.b/f\_ﬂ/f/j/[

Bob tells Alice the measurement types used (but not results) in freespace.
Alice tells him which were correct.
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Alice and Bob keep correct cases and translate to 0's and 1's
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for Sale!

Plug-and-play Quantum Key Distribution
system that was designed for research
and development applications. It is the
ideal tool for researchers interested to

contribute to the field of Quantum
Cryptography.

Link Encryptors are hardware

Quantum Cryptography appliances
for point-to-point wire-speed link
encrpytion. Quantum Key Di mbuuon

and AES encryption e
i i 4 eacaiios voa oot

is a layer 2 encryption device that securely
bridges two Fast Ethernet fiber optic
networks.

Why is quantum key distribution secure?

An unopened box has no bit value waiting to

be discovered. Alice and Bob create the key

by opening their boxes. Before that, there
is no key for Eve to steal.

"There is no there there."
Gertrude Stein damning her native Oakland and
inadvertently describing quantum systems.

Essential ingredient: Entanglement between qubits




