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$V�WKH�,QWHUQHW�FRQWLQXH�WR�JURZ��WKH�QXPEHU�RI�GHYLFHV�DQG�DSSOLDQFHV�FRQQHFW�WR�,QWHUQHW�DUH
LQFUHDVLQJ��&RQVHTXHQWO\�� WKH�ZHE� VHUYHU� LV� GHYHORSHG� WR� HPEHGGHG�ZLWK� WKHVH� GHYLFHV� IRU
DFFHVV��PRQLWRU�DQG�FRQWURO�� ,W¶V�HVVHQWLDO� WKDW� WKLV�ZHE�VHUYHU�EH�5HFRQILJXUDEOH� WR�PDNH� LW
IXQFWLRQ� ZLWK� DQ\� GHYLFHV� RU� DSSOLDQFHV�� 6FULSWLQJ� /DQJXDJH� VXFK� DV� MDYDVFULSW� LV� XVHG� WR
FXVWRPL]H�� PDQDJH� DQG� UHFRQILJXUH� WKH� V\VWHP� LQ� RUGHU� WR� LQWHJUDWH� ZLWK� GLIIHUHQW
HQYLURQPHQW��7KLV�SDSHU�SURYLGHV�WKH�LVVXH�RI�KRZ�WR�FUHDWH�DQ�HPEHGGHG�ZHE�VHUYHU�ER[��WKH
GHVLJQ�UHTXLUHPHQWV�E\�XVLQJ�,QWHO�0&6����WKH���ELW�PLFURFRQWUROOHU�DV�D�PDLQ�SURFHVVRU�ZLWK
WKH�SRZHU�RI�VHYHU�VLGH�VFULSW�DQG�3DVVZRUG�$XWKHQWLFDWLRQ�

���,QWURGXFWLRQ
7R�REWDLQ�GDWD�IURP�DQ�HPEHGGHG�GHYLFHV�RU�DSSOLDQFHV�FDQ�EH�GLIILFXOW��7UDGLWLRQDOO\�

WKH�GDWD�KDV�EHHQ�WUDQVIHUUHG�WKURXJK�GHGLFDWH�VHULDO�SRUW��7KDW�PHDQV�WKH�QXPEHUV�RI�GHYLFHV
FRQQHFWHG�LV�WKH�PRUH�VHULDO�,�2�LQWHUIDFHV�UHTXLUH��,I�WKH�WHUPLQDO�VXSSRUWHG�JUDSKLFV��LW�PLJKW
DOVR�EH�QHFHVVDU\�WR�ZULWH�D�JUDSKLFDO�LQWHUIDFH��RWKHUZLVH�WKH�GDWD�ZRXOG�GXPS�RXW�DV�VWUDLJKW
WH[W��%\� XVLQJ� DQ� HPEHGGHG�:HE� VHUYHU�� GHYHORSHUV� FDQ� IRUPDW� DQG� GLVSOD\� WKH� VDPH� GDWD
ZLWK�+70/�WKRXJK�DQ\�VWDQGDUG�EURZVHU��0RUHRYHU��FRPPXQLFDWLRQ�FDQ�EH�XVH�(WKHUQHW�DQG
+773�FDQ�KDQGOH�WKH�WUDQVIHU�RI�ODUJHU�DPRXQWV�RI�GDWD�WR�DQ\�GHYLFH�RQ�WKH�QHWZRUN�

7KH�GHVLJQ�RI�HPEHGGHG�V\VWHPV�LV�WKH�VWDWH�RI�DUW�FRPSXWLQJ�V\VWHP��,W¶V�WKH�PHHWLQJ
RI�4XDOLWLHV�RI�VHUYLFH�DQG�3ULFLQJ��,Q�WKH�RWKHU�ZRUG�� WKH�FRPSXWHU�FDQ�FRQWURO� WKH�FRRNLQJ
SURJUDP� LQ� \RXU� PLFURZDYH� RYHQ� EXW� LW¶V� QRW� UHDVRQDEOH� WR� XVH� WKH� KLJK� SHUIRUPDQFH
PDLQIUDPH�FRPSXWHU�DV� WKH�VPDOO�DQG�HDV\�XVLQJ�PLFURFRQWUROOHU�RQH��$V�D� UHVXOW� WKLV�ZRUN
ZLOO�XVH�WKH�0&6����IDPLO\�IURP�,QWHO�ZKLFK�LV�ZLGHO\�XVH�LQ�WKH�LQGXVWU\�DQG�DSSOLDQFHV��,Q
FRQWUDFW��WKH�VPDOO��ELW�PLFURFRQWUROOHU�PD\�EH�SRZHUIXO�HQRXJK�IRU�FRQWURO�VLPSOH�GHYLFH�EXW
LW� PLJKW� EH� WRR� VORZ� WR� GLUHFWO\� FRQQHFW� WR� WKH� (WKHUQHW� QHWZRUN�� 7KLV� ZD\�� D� QHWZRUN�
LQWHUIDFLQJ�FRQWUROOHU�LV�UHTXLUHG���$V�HYHU\�V\VWHPV�QHHG�D�GHGLFDWH�1,&�$GDSWHU�WR�FRQQHFW
WR�WKH�QHWZRUN�

:KLOH�HDFK�YHQGRU�WU\�WR�GHYHORS�WKHLU�RZQ�ZHE�VHUYHU�IRU�HPEHGGHG�LQWR�WKHLU�GHYLFH�
WKH�LGHD�RI�KRZ�WR�FUHDWH�DQ�2SHQ�6RXUFH�(PEHGGHG�:HE�VHUYHUV� LV�SUHVHQWHG�E\�*R$KHDG
6RIWZDUH��2QFH�WKH�2SHQ�6RXUFH�(PEHGGHG�:HE�VHUYHU�LV�XVHG��WKH�GHYHORSHU�KDYH�WR�PRGLI\
DQG�UHFRPSLOH�WKH�VRXUFH�FRGH�WR�PDNH�LW�IXQFWLRQ�ZLWK�WKHLU�GHVLUH�KDUGZDUH��7KLV�LV�D�VWURQJ
GULYH� IRU� FUHDWH� WKH�5HFRQILJXUDEOH� HPEHGGHG�ZHE� VHUYHU� WKDW� LV�ZRUNLQJ� DV� D� FRPSRQHQW�
7KLV� ZD\�� LI� WKH� GHYHORSHU� ZDQW� WR� FRQQHFW� WKHLU� GHYLFH� WR� WKH� ZHE�� WKH\� FDQ� SODFH� WKLV
FRPSRQHQW�DV�SOXJ�LQ�PRGXOH�DQG�ZULWH�VRPH�VHUYHU�VLGH�VFULSW�WR�VDWLVI\�WKHLU�ZRUN�



,Q�RUGHU�WR�OHW�WKH�HPEHGGHG�ZHE�VHUYHU�JDLQ�DQ�DELOLW\�RI�UHFRQILJXUHG�IRU�IXQFWLRQLQJ
LQ� DQ\� HQYLURQPHQW�� WKH� VFULSWLQJ� ODQJXDJH� LV� WKH� PXVW�� 6FULSWLQJ� ODQJXDJHV� KDYH� SURYHQ
SDUWLFXODUO\� DGHSW� DW� LQWHJUDWLRQ� DSSOLFDWLRQV�� ZKHUH� QHZ� IXQFWLRQDOLW\� LV� OD\HUHG� RQ� WRS� RI
H[LVWLQJ� FRPSRQHQWV� DQG� UHVRXUFHV� UDWKHU� WKDQ� EXLOW� IURP� VFUDWFK�� /LNH� WKLV�� LI� WKH� VLPSOH
HPEHGGHG�ZHE�VHUYHU�LV�EHLQJ�EXLOW��LW�FDQ�EH�FRQILJXUHG�WR�ZRUNLQJ�ZLWK�DQ\�GHYLFH�DV�LW¶OO
FRQQHFWHG�WKURXJK�WKH�,�2�SRUW�RI�WKH�PLFURFRQWUROOHU��0RUHRYHU��RQFH�XVHIXO�UHVRXUFHV�ZHUH
PDGH� DYDLODEOH�� 7KXV� D� VWURQJ� VHFXULW\� V\VWHP� ZDV� QHHGHG�� 7KDW¶V� WKH� PHDQV� RI� VHFXULW\
DXWKHQWLFDWLRQ�WKDW�VKRXOG�EH�DOVR�LPSOHPHQWHG�WR�WKH�V\VWHPV��7KH�YHU\�VLPSOH�EXW�SRZHUIXO
LV�WKH�XVLQJ�RI�ZKDW�\RX¶UH�NQRZQ���WKH�SDVVZRUG��DV�DQ�DXWKHQWLFDWLRQ�V\VWHP�

7KLV� SDSHU� ZLOO� WDNH� D� ORRN� DW� WKH� UROH� DQG� LPSOHPHQWDWLRQ� IRU� FUHDWH� DQG� XVH� D
5HFRQILJXUDEOH�HPEHGGHG�ZHE�VHUYHU��7KH�VWDQGDUG�DQG�SURWRFRO�WKDW�PXVW�EH�PHHW�DQG�KRZ
WR�NHHS�WKH�V\VWHP�PRUH�VHFXUH�ZLWK�EDVLF�ZHE�SDVVZRUG�DXWKHQWLFDWLRQ�

���+DUGZDUH�'HVLJQ�&RQVLGHUDWLRQV�
7KH�HPEHGGHG�ZHE�VHUYHU�LV�QDPHG�DV�D�WKLQ�VHUYHU��:LWK�DOO�WKH�IXQFWLRQ�WKDW�VKRXOG

EH�VXSSRUW�LQ�RUGHU�WR�VHUYLFHV��WKH�VHUYHU�UHTXLUHV�D�FRPPXQLFDWLRQ�FKDQQHOV�ZLWK�WKH�FOLHQW�
DQG� PXVW� SURYLGH� HQRXJK� PHPRU\� IRU� VWRULQJ� WKH� ZHE� SDJHV�� &RQVHTXHQWO\�� WKH� QHWZRUN
LQWHUIDFH�DQG�0HPRU\�ZLOO�EH�FRQVLGHUDWH�LQ�WKLV�VHFWLRQ�

1HWZRUN� WKH� HPEHGGHG� GHYLFHV�� FDQQRW� EH� HDVLO\� GRQH� DV� WKH� 3HUVRQDO� &RPSXWHU
ZKLFK� UHTXLUH� RQO\� D� QHWZRUN� DGDSWHU� WR� SOXJ� LQ� WR� WKH�PRWKHU¶V� ERDUG�� 6LQFH� WKH� QHWZRUN
LQWHUIDFHV�DGDSWHU�IRU�3&�XVXDOO\�FRPHV�LQ�WKH�VWDQGDUG�EXV�VXFK�DV�,6$�RU�3&,�EXV��:KLFK�LV
QRW� VXSSRUW� LQ� WKH� VPDOO�PLFURFRQWUROOHU�� 7KH�$OWHUQDWLYH�ZD\� LV� WR� EXLOG� WKH� /$1� DGDSWHU
P\VHOI�� )LUVW� VWHS� LQ� FUHDWLQJ� D� /$1� DGDSWHU� LV� VHOHFWLQJ� WKH�1HWZRUN� ,QWHUIDFH�&RQWUROOHU�
7KHUH�DUH�VHYHUDO�1HWZRUN� ,QWHUIDFH�&RQWUROOHUV��1,&��IURP�YDULRXV�YHQGRUV��6RPH�RI� WKHP
VXSSRUW� ���0EV�(WKHUQHW��$IWHU� WDNH� D� ORRN�DW� HDFK�1,&�� WKH\� FDQ�EH� FODVVLILHG�E\� WKH� EXV
ZLGWK��,Q�RUGHU�WR�IXQFWLRQLQJ�ZLWK�0&6����PLFURFRQWUROOHU��WKH��ELW�EXV�ZLGWK�LV�FKRVHQ��7KH
16&�'3�����$� LV� VHOHFWHG� VLQFH� LW¶V� WKH� YHU\� FRPPRQ� FRPSDWLEOH� ZLWK� 1(����� DQG� WKH
SDFNHW�GULYHU�LV�HDVLO\�SRUWHG�WR�WKH�0&6����

5$0�LV�QRW�RQO\�IXQFWLRQLQJ�DV�D�GDWD�PHPRU\�IRU�SURJUDP��EXW�DOVR�PXVW�EH�DFWLQJ�DV
)LOH�6\VWHPV�IRU�WKH�ZHE�VHUYHU��$V�WKH�FRPPRQ�ZHE�VHUYHU�XVXDOO\�VWRUH�LQIRUPDWLRQ�RQ�WKH
EDVH�RI�ILOH�DQG�GLUHFWRU\�VWUXFWXUH�� ,W�VKRXOG�EH�HDV\�LI�WKH�WKLQ�VHUYHU�KDQGOH�LW�LQ� WKH�VDPH
PDQQHU��+RZHYHU��LW¶V�QRW�TXLWH�D�JRRG�LGHD�WR�DGG�D�GLVN�FRQWUROOHU�WR�WKH�V\VWHPV��7KH�EHWWHU
VROXWLRQ�LV�HPXODWLQJ�WKH�ILOH�V\VWHPV�XVLQJ�PHPRU\���$V�LI�XVLQJ�LQ�:LQGRZ�&(��7KH�EDWWHU\
SDFNHG�5$0� LV� VHHLQJ�PRUH� DQG� XVH� DV� DQ� DOWHUQDWLYH� WR� WKH�PRUH� WUDGLWLRQDO� QRQ�YRODWLOH
PHPRU\� GHYLFHV� �$V� GHVFULEH� LQ� 0HPRU\� ,QWHUIDFLQJ� DQG� $UFKLWHFWXUHV� IRU� (PEHGGHG
6\VWHPV��>�@���$Q\ZD\��WKH�0&6����DGGUHVV�LV�OLPLWHG�WR���.E\WH��0RVW�RI�WKHP�DUH�XVLQJ�DV
YDULDEOH�DQG�EXIIHU��&RQVHTXHQWO\��WKHUH�LV�QRW�HQRXJK�DGGUHVV�IRU�VWRULQJ�WKH�ELJ�ILOH�V\VWHP�
7KLV�SUREOHP�LV�DOVR�IRXQG�RQ� WKH�ROG�$SSOH�FRPSXWHU� WKDW� LV� OLPLWDWLRQ� LQ�PHPRU\�DGGUHVV
EXW� VWLOO� IXQFWLRQ�ZLWK�&30� E\� VOLGLQJ� WKH�PHPRU\� LQ� WR� VPDOO� EDQN�� (DFK� WLPH� XVLQJ� WKH
PHPRU\��WKH�SUHIHUUHG�PHPRU\�EDQN�PXVW�EH�VHOHFWHG�ILUVW�

'XH� WR� WKH� RQO\� VXSSRUW� RI� PHPRU\� PDSSHG� ,�2�� ERWK� 0HPRU\� DQG� ,�2� PXVW� EH
FRQQHFWHG�WR�WKH�VDPH�V\VWHP�EXV�ZLWK� WKH�GLIIHUHQW�DGGUHVV�PDSSHG��7KH�RYHUYLHZ�RI�KRZ
HDFK�FRPSRQHQW�LV�FRQQHFWHG�LV�VKRZ�LQ�ILJXUH���
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���3URWRFRO�DQG�6WDQGDUG�5HODWHG
7R�FRQVWUXFW�ZHE�VHUYHU��7KHUH�DUH�PDQ\�SURWRFRO�DQG�VWDQGDUG�WKDW�PXVW�EH�PHHW�WR

PDNH� LW� IXQFWLRQLQJ�� )LUVWO\� WKH� QHWZRUN� VWDQGDUG�ZLOO� EH� FRQVLGHUDWH��1H[W��ZH�ZLOO� WDNH� D
ORRN�DW�KRZ�WR�PDNH�ZHE�VHUYHU�IXQFWLRQLQJ�RQ�WKH�WRS�RI�QHWZRUN�SURWRFRO�
,3

,QWHUQHW�3URWRFRO�LV�WKH�KHDUW�RQ�WKH�,QWHUQHW��7KH�FXUUHQW�YHUVLRQ�RI�,3�LV�������+RZ�WR
PDNH�WKH� ,3�IXQFWLRQ�LV�YHU\�VLPSOH��6LQFH� WKH� ,3� LV� UHTXLUH�RQO\� WR� LGHQWLI\LQJ� WKH�QHWZRUN
DGGUHVV��:KLFK�UHTXLUH�RQO\�D�OLWWOH�FKHFNVXP�IXQFWLRQ�

$53
$GGUHVV�5HVROXWLRQ�3URWRFRO�LV�WKH�PHFKDQLVP�WKDW�PDNH�WKH�,3�SURWRFRO�IXQFWLRQ�RQ

WKH� WRS�RI�'DWD� OLQN�/D\HU��HVSHFLDOO\�RQ�(WKHUQHW�QHWZRUN��7KH�JRDO�RI�$53�SURWRFRO� LV� WR
PDS� WKH� ,3�$GGUHVV�ZLWK� WKH�(WKHUQHW�0$&�$GGUHVV��$53�KHOSV� WKH� FOLHQW� WR� ILQG� WKH� WUXH
0$&�DGGUHVV�RI� WKH� VHUYHU��)RU�H[DPSOH��ZKHQ� WKH�FOLHQW�ZDQWV� WR� VHQG�D�'DWDJUDP� WR� WKH
VHUYHU��7KH\�ZLOO� ILUVW� FKHFN� WKHLU� RZQ�$53� WDEOH� LI� WKH�0$&� DGGUHVV� RI� GHVWLQDWLRQ� ,3� LV
NQRZQ�� ,I�GR�VR� WKH�RXW�JRLQJ�'DWDJUDP� LV� VHQW�� ,Q� WKH�RWKHU�KDQG�� WKH�$53�UHTXHVW�SDFNHW
ZLOO�EH�EURDGFDVW�WR�DVN�IRU�WKH�0$&�DGGUHVV�RI�WKH�GHVWLQDWLRQ�,3��7KH�VHUYHU�KDV�WR�VHQG�WKH
$53�UHVSRQVH�LI�WKH�LQFRPLQJ�$53�UHTXHVW¶V�,3�LV�PDWFK�ZLWK�WKH�VHUYHU�,3�DGGUHVV�

,&03
,QWHUQHW� &RQWURO� 0HVVDJH� 3URWRFRO� XVXDOO\� FRPHV� ZLWK� WKH� NHUQHO� RI� WKH� 2SHUDWLQJ

6\VWHP�� 7KHUH� DUH� PDQ\� IXQFWLRQV� WKDW� VHUYHG� E\� ,&03�� 7KH� 3XUSRVH� LV� IRU� WKH� KRVW� WR
H[FKDQJH� WKH� HUURU�PHVVDJHV�� 7KLV� IXQFWLRQ� LV� UHTXLUHG� IRU� WKH� HPEHGGHG� ZHE� VHUYHU� DV� D
UHVXOW�RI�WKH�ZD\�WKDW�HDFK�QRGH�XVH�WR�FKHFN�LI�WKH�RWKHU�QRGH�DGGUHVV�LV�DOLYH��FDOOHG�3,1*��
$OVR��D�QXPEHU�RI�,&03�PHVVDJH�W\SH�LV�VKRZQ�LQ�WKH�VWDQGDUG��%XW�WKH�RQO\�RQH�WKDW�PXVW�EH



LPSOHPHQWHG�LV�WKH�3,1*�UHVSRQVH��7KH�RWKHUV�FDQ�EH�LJQRUHG�GXH�WR�WKH�VSDFH�OLPLWDWLRQ�RI
HPEHGGHG�V\VWHPV�

8'3
8VHU�'DWDJUDP�3URWRFRO�LV�D�VLPSOH��'DWDJUDP�RULHQWHG��WUDQVSRUW�OD\HU�SURWRFRO��8'3

SURYLGHV�QR�UHOLDELOLW\��,W�VHQGV�WKH�'DWDJUDP�WKDW�LV�UHTXHVWHG�DSSOLFDWLRQ�WR�WKH�,3�OD\HU��EXW
QR�JXDUDQWHH�IRU�UHDFKLQJ�WKH�GHVWLQDWLRQ��7KH�8'3�LV�XVHIXO�WR�VHQG�WKH�HPHUJHQF\�IURP�WKH
ZHE� VHUYHU� WR� WKH� RWKHU� KRVW� ZKHQ� WKHUH� DUH� DQ\� HUURU� RQ� WKH� HPEHGGHG� V\VWHP�� 7KH
LPSOHPHQWDWLRQ�LV�QRW�QHFHVVDU\�EXW�VLQFH�\RX�WU\�WR�EXLOG�7&3��WKH�8'3�LV�RQ�WKH�ZD\�UHDG\
WR�VHUYLFH�IRU�\RX�

7&3
7UDQVPLVVLRQ�&RQWURO�3URWRFRO� LV� DQ� FRQQHFWLRQ�RULHQWHG�SURWRFRO��%HIRUH� HLWKHU� HQG

FDQ� H[FKDQJH� GDWD�� D� FRQQHFWLRQ�PXVW� EH� HVWDEOLVKHG� EHWZHHQ� WKHP�� /LNH� WKH�8'3� DQG� ,3�
7&3�DOVR�KDYH�D�FKHFNVXP�SURSHUW\��7KH�GLIIHUHQW�EHWZHHQ�WKH�FKHFNVXP�IURP�8'3�DQG�7&3
LV� WKDW� WKH�RQH� IURP�7&3� LV�PDQGDWRU\��7&3� LV�XVHG� WR�KDQGOH� WKH� GDWD� EHWZHHQ� FOLHQW� DQG
VHUYHU��7KH�SRLQW�WKDW�7&3�LV�EHLQJ�XVHG�E\�YDULRXV�DSSOLFDWLRQV�LV�WKH�DELOLWLHV�WR�JXDUDQWHH
WKH�FRUUHFW�DQG�VXFFHVVIXO�GDWD�WUDQVIHU��0RUHRYHU��7&3�FDQ�EH�IUDJPHQWHG�ZLWK�WKH�SRZHUIXO
VOLGLQJ�ZLQGRZ��%XW�WR�LPSOHPHQW�WKH�IXOO\�VXSSRUW�IRU�WKH�7&3�'DWDJUDP��,W¶V�PLJKW�EH�WRR
FRPSOH[�DQG�VRPH� IXQFWLRQ� LV�XVHOHVV� IRU�HPEHGGHG�V\VWHP�� ,Q� WKLV�SURWRW\SH�VRPH�SDUW� RI
7&3�LV�EHLQJ�VLPSOLILHG�WR�JDLQ�D�EHQHILW�RI�HDVLO\�LPSOHPHQWDWLRQ�

+773
+\SHU7H[W�7UDQVIHU�SURWRFRO�LV�WKH�HQJLQH�RI�WKH�:HE�VHUYHU��7KH�PDLQ�IXQFWLRQ�RI

+773�SURWRFRO�LV�WR�SURYLGH�WKH�GDWD�WUDQVIHU�EHWZHHQ�WKH�FOLHQW��%URZVHU��DQG�WKH�VHUYHU��7KH
+773�FDQ�EH�GLYLGHG�LQWR���SDUWV��)LUVW�LV�WKH�+HDGHU�WKDW�ZLOO�FDUU\�WKH�UHTXHVW�DQG�WKH
UHVSRQVH�WKDW�GHVFULSWLRQ�WKH�FRQWHQW�RI�WKH�GDWD�LQ�WKH�IROORZLQJ�SDUW��7KH�6HFRQG�SDUW�FDUU\
WKH�GDWD��ZKLFK�FDQ�EH�DQ\�W\SH�RI�GRFXPHQWV��([��,PDJHV��SODLQ�WH[W�RU�ELQDU\�VWUHDP�WKDW�FDQ
EH�VHHQ�LQ�0,0(��%XW�PRVW�RI�WKH�GRFXPHQW�W\SH�LV�WKH�+70/��+RZHYHU��+773�LV�UXQQLQJ
DV�WKH�DSSOLFDWLRQ�VHUYLFH�RQ�WKH�WRS�RI�7&3�,3�QHWZRUN��2Q�WKH�VHUYHU�EDVHG�ZHE�VHUYHU
+773�ZLOO�ZRUN�DV�DQ�DSSOLFDWLRQ�WKDW�WUDQVIHU�WKH�GDWD�ORFDWHG�LQ�WKH�ILOH�V\VWHP�WR�WKH
QHWZRUN��,Q�WKH�HPEHGGHG�ZHE�LV�YLHZ�LV�GLIIHUHQW��7KH�UHTXLUHPHQW�RI�WKH�HPEHGGHG�ZHE
VHUYHU�LV�WR�DFTXLUH�GDWD�IURP�GHYLFHV�DV�ZHOO��:H�ZLOO�GHVFULEH�ODWHU�RQ�KRZ�WR�DFTXLUH�DQG
VHWXS�WKH�GHYLFH�XVLQJ�WKH�VFULSWLQJ�ODQJXDJH�

���:HE�$XWKHQWLFDWLRQ
$XWKHQWLFDWLRQ� LV�RQH� IURP� WKH� WKUHH�PHWKRGV� LQ� FUHDWH� VHFXULW\� V\VWHPV��7KH� RWKHUV

DUH�WKH�$XWKRUL]DWLRQ�DQG�$FFRXQWLQJ��ZKLFK�DUH�GLIIHUHQFHV� LQ�HDFK�DSSOLFDWLRQ�DQG�VKRXOG
EH�ELQGLQJ�DW� WKH� UXQWLPH��'HILQHG� LQ�3URMHFW�$WKHQD���$V�GHVFULEH�� WKH�RQO\� WKLQJ� WKDW�ZHE
VHUYHU�FDQ�EH�GRQH�WR�JLYH�WKH�VHFXULW\�LV�WKH�$XWKHQWLFDWLRQ�

7R�DXWKHQWLFDWH�� WKH�+773� LV�EHLQJ� H[WHQGHG�XVLQJ�PHWKRGV�FDOOHG�EDVLF�DQG�GLJHVW�
7KH� EDVLF� DXWKHQWLFDWLRQ� SURYLGHV� WKH� VLPSOH� DXWKHQWLFDWLRQ�ZLWK� EDVH���HQFRGH��:KLOH� WKH
GLJHVW� DXWKHQWLFDWLRQ� LV� XVHIXO� IRU� D� FRPSOH[� VHFXULW\� V\VWHP�� %XW� VR� IDU�� GLIILFXOW� WR� EH
LPSOHPHQW�RQ�WKH�VPDOO�HPEHGGHG�V\VWHP��$V�D�UHVXOW�WKH�EDVLF�DXWKHQWLFDWLRQ�V\VWHP�LV�EHLQJ
LPSOHPHQWHG�� $QG� JLYH� WKH� VFULSWLQJ� ODQJXDJH� DELOLW\� WR� KDQGOH� WKH� $XWKRUL]DWLRQ� DQG
$FFRXQWLQJ�E\�SDVVLQJ�WKH�SDUDPHWHU�DV�D�YDULDEOH�WR�WKH�VFULSW�SURFHVV�



���(PEHGGHG�VHUYHU�VLGH�VFULSWLQJ�ODQJXDJH�
6FULSWLQJ� ODQJXDJH� KDYH� SURYHQ� SDUWLFXODUO\� DGHSW� DW� LQWHJUDWLRQ� DSSOLFDWLRQV��ZKHUH

QHZ�IXQFWLRQDOLW\� LV� OD\HUHG�RQ�WRS�RI�H[LVW�FRPSRQHQWV�DQG�UHVRXUFHV�UDWKHU� WKDW�EXLOW�IURP
VFUDWFK��-RKQ�2XVWHUKRXW�VD\V�LQ�WKH�(PEHGGHG�6\VWHP�&RQIHUHQFH�RQ�³+RZ�6FULSWLQJ�$GGV
9DOXH�WR�(PEHGGHG�6\VWHPV´���,Q�WKH�VHUYHU�EDVHG�ZHE�VHUYHU��WKH�VHUYHU�VLGH�VFULSW�LV�XVLQJ
WR� ELQG� :HE3DJHV� WR� WKH� DSSOLFDWLRQ� LQ� RUGHU� WR� UHGXFH� WKH� RYHUKHDG� RI� &*,� PHWKRG�
(PEHGGHG� :HE� VHUYHU� UHTXLUHV� WKH� VDPH� WKHPH�� 9DULRXV� VFULSWLQJ� ODQJXDJHV� DUH� EHLQJ
UHYLHZHG�WR�PHHW�WKH�UHTXLUHPHQW�RI�ZHE�VHUYHU�

$FWLYH� 6HUYHU� 3DJHV� �$63�� LV� D� 0LFURVRIW� GHYHORSHG� DSSURDFK� WR� DOORZ� WKH� HDV\
FUHDWLRQ�RI�G\QDPLF�:HE�SDJHV��7KH�VFULSW�ODQJXDJH�FDQ�EH�VHOHFWHG�DW�UXQWLPH�E\�VSHFLI\LQJ
WKH� GHVLUHG� ODQJXDJH�� +RZHYHU�� PXOWLSOH�VFULSWLQJ� ODQJXDJHV� ZRXOG� EH� UDUH� VXLWDEOH� IRU
HPEHGGHG�ZHE�VHUYHUV���0LFKDHO�2¶%ULHQ�������

-DYD6FULSW� KDV� JDLQHG� ZLGHVSUHDG� DWWHQWLRQ� DV� D� OHDGLQJ� VFULSWLQJ� ODQJXDJH�� EXW� LWV
ODUJH�PHPRU\�IRRWSULQW���������.��SUHYHQWHG�LWV�XVH�LQ�HPEHGGHG�DSSOLFDWLRQV��7KH�LGHD�RI
FUHDWLQJ�D�VWULFW�VXEVHW�RI�-DYD6FULSW�FDOOHG�³(PEHGGHG�-DYD6FULSW´� LV� LQWURGXFH�E\�0LFKDHO
2¶%ULHQ� IURP� *R$KHDG� 6RIWZDUH�� 7KH� UHVXOWLQJ� LPSOHPHQWDWLRQ� LV� D� ��.� HPEHGGHG
-DYD6FULSW�LQWHUSUHWHU�WKDW�LV�HQRXJK�IRU�HPEHGGHG�DSSOLFDWLRQ

7KH� (PEHGGHG� -DYD6FULSW� FRQVLVW� RI� JOREDO� IXQFWLRQ�� JOREDO� YDULDEOH�� FRQGLWLRQDO
FRQWURO��ORRS��VLPSOH�RSHUDWLRQ�DQG�FRPPHQWV��7KLV�IHDWXUH�SURYLGHV�D�SRZHUIXO�WR�FUHDWH�WKH
G\QDPLF�ZHE�DSSOLFDWLRQ�IRU�HPEHGGHG�V\VWHP�

���6RIWZDUH�,PSOHPHQWDWLRQ
7KH�V\VWHP�VRIWZDUH�SDUW�RI�WKH�(PEHGGHG�ZHE�VHUYHU�FDQ�EH�VHFWLRQ�LQWR���SDUWV��)LUVW

LV�WKH��1HWZRUN�&RQQHFWLRQ��7KH�RWKHU�LV�WKH�'HYLFH�DQG�,�2�+DQGOLQJ���%RWK�RI�WKHP�FDQ�EH
FDOOHG�DV�³(PEHGGHG�.HUQHO´��7KH�DSSOLFDWLRQV�WKDW�VHUYLFH�RQ�WKH�WRS�RI�HPEHGGHG�ZLOO�DVN
WKH�NHUQHO�WR�FUHDWH��FRQQHFW��VWRUH�DQG�UHWULHYHG�LQIRUPDWLRQ�WKURXJK�WKH�+773�SURWRFRO���$V
VKRZQ�LQ�ILJXUH���

7KH�QHWZRUN� IXQFWLRQ� LV� FRQVLVWLQJ� RI�$53� WKDW� LV�ZRUNLQJ� LQ� WKH� VDPH� OHYHO� DV� ,3�
7KH� LQFRPLQJ� SDFNHW� IURP� WKH� 0HGLD� FDQ� EH� RQO\� ,3� RU� $53�� 2WKHU� SDFNHWV� WKDW� WKH
HQFDSVXODWLRQ�GDWD�LV�QRW�$53�RU�,3�'DWDJUDP�ZLOO�EH�UHMHFW��,Q�FDVH�RI�,3��WKH�0$&�DGGUHVV
RI�LQFRPLQJ�SDFNHW�PXVW�PDWFK�ZLWK�RQH�RI�WKH�1HWZRUN�,QWHUIDFH�$GDSWHU��2WKHUZLVH�LW¶OO�EH
LJQRUHG�WRR�

$IWHU�SDVVLQJ�WKH�,3�FKHFNLQJ��SDFNHW�FDQ�EH�LGHQWLILHG�DV�,&03��3LQJ�UHTXHVW���7&3�
DQG�8'3�E\� FKHFNLQJ� DW� WKH� ,3�+HDGHU�� ,I� WKH� LQFRPLQJ�SDFNHW� LV�QRW� LQ�DQ\�RI� WKHVH� WKUHH
W\SHV��,W¶V�UHFRPPHQG�WR�LQYRNH�QR�SURFHVV��DV�WKH\�DUH�QRW�QHFHVVDU\�WR�EH�LPSOHPHQWHG��,Q
WKH�FDVH�WKDW�LQFRPLQJ�SDFNHW�LV�FODVVLILHG�DV�,&03�3LQJ�UHTXHVW��WKH�SURFHVV�RQO\�MXVW�DQVZHU
E\� VHQGLQJ� WKH� SLQJ� UHSO\� LPPHGLDWHO\�� 8QOLNH� ,&03�� 8'3� SDFNHW� ZLOO� EH� SDVV� WR� WKH
DSSOLFDWLRQ�ZLWK� RXW� FKHFNLQJ� DQ\WKLQJ�� $QG� WKH� DQVZHULQJ� 'DWDJUDP� LV� GHSHQGLQJ� RQ� WKH
DSSOLFDWLRQ�� ,I� WKH� SDFNHW� LV� LGHQWLILHG� DV� 7&3�� WKHUH� PXVW� EH� PHWKRG� RI� PDQDJLQJ� DQG
PDLQWDLQLQJ�HDFK�VHVVLRQ��6LQFH�WKH�FRQQHFWLRQ�PXVW�EH�V\QFKURQL]DWLRQ�DQG�DFNQRZOHGJH�

7KH�)LOH�V\VWHP�PDQDJHPHQW�GULYHU�PXVW�PDQDJH� WKH� ILOH� V\VWHPV� WKDW�DUH�EDVHG�RQ
WKH�%DWWHU\� SDFNHG�5$0��$V� WKH�PHPRU\� LV� EHLQJ� VOLGLQJ� WR� VPDOO� EDQN�� ,W¶V� QHFHVVDU\� WR
KDYH� D� ILOH� DOORFDWLRQ� WDEOH� DV� LI� WKHUH� DUH� LQ� WKH� IORSS\� GLVN�� 7KH� )$7� VW\OH� ILOH� V\VWHP� LV
EHLQJ�LPSOHPHQWHG��:KHQ�WKH�$SSOLFDWLRQ�UHTXHVW�IRU�ILOH�DFFHVV�WKH�GULYHU� WKHQ� ORRN�DW� WKH
DOORFDWLRQ�WDEOH�WR�FKHFNLQJ�IRU�WKH�ILOHQDPH�DQG�ZKHUH�WKH\�DUH�H[DFWO\�VWRUH��7KHQ�SURYLGH�D
FXUVRU�SRLQWLQJ�DW�D�ILOH�IRU�UHDG�DQG�ZULWH�



7KH�ZHE� VHUYHU� LV�ZRUNLQJ� RQ� WKH� WRS� RI� ILOH� V\VWHP�KDQGOHU� DQG� WKH�7&3�QHWZRUN�
7KH\�UHFHLYH�GDWD�IURP�QHWZRUN�WKHQ�FKHFNLQJ�DQG�LQYROYH�D�GDWD�IURP�ILOH�V\VWHP�WKDW�PXVW
EH�SURFHVV�WKURXJK�WKH�6HUYHU�6LGH�6FULSW�,QWHUSUHWHU�WKHQ�VHQG�EDFN�WR�WKH�1HWZRUN��$V�WKHUH
DUH� DQ� ,QWHUSUHWHU�� WKLV� PHDQV� WKH� VPDOO� OH[LFDO� DQDO\]HU� DQG� SDUVHU� LV� LPSOHPHQWHG� DV� D
PRGXOH�RI�ZHE�VHUYHU�IXQFWLRQ�
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���:HE�3URJUDPPLQJ�
7R� SURJUDP� RU� UHFRQILJXUH� WKH� ZHE� SDJHV� WR� G\QDPLFDOO\� IXQFWLRQ� ZLWK� DQ\

DSSOLFDWLRQ�� WKH� VHUYHU�VLGH� VFULSW� LV� LQYROYHG�� $V� WKH� VHUYHU�VLGH� VFULSW� XVXDOO\� FRQWHQW� WKH
VWDQGDUG� +70/�PL[HG� ZLWK� VFULSWLQJ� ODQJXDJH�� 7KHUH� PXVW� EH� D� WDJ� WR� LGHQWLI\� DV� LI� WKH
SUHIHUUHG�WH[W�LV�VFULSW�RU�+70/�WDJ��7KH�$63�VW\OH�RI�VFULSW�LV�LPSOHPHQWHG��:KHQ�WKH�XVHU
ZDQW�WR�ZULWH�WKH�VFULSW�WKH\�PXVW�SXW�LW�LQ�WKH�³��´�DQG�³�!´�WDJV�

7KH�VHUYHU�ZLOO�SURYLGH� WKH� VWDQGDUG� IXQFWLRQ�RI� -DYD6FULSW� IXQFWLRQ�VXFK� DV� UHDG�RU
ZULWH��:LWK�WKH�VSHFLDO�IXQFWLRQ�WR�LQWHUIDFH�WR�WKH�GHYLFH��,�2���0RUH�RYHU�WKH�XVHU�PD\�FUHDWH
WKHLU�RZQ�YDULDEOH��ZKLFK�ZLOO�DOZD\V�EH�WKH�JOREDO�YDULDEOH��2U�HYHQ�FUHDWH�WKHLU�RZQ�GHILQHG
IXQFWLRQ�ZLWK�D�IHZ�SDUDPHWHUV�

([DPSOH��7KH�6HUYHU�VLGH�MDYDVFULSW�RQ�KRZ�WR�ORRS�DQG�RXWSXW�WKH�YDOXH�RI�,�2�SRUW�

�%!�7KH�3RUW�9DOXH�RI�6HUYHU�LV����%!
��
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���$SSOLFDWLRQ��)XWXUH�9LVLRQ�DQG�'HYHORSPHQW
5HFRQILJXUDEOH� HPEHGGHG� ZHE� VHUYHU� FDQ� EH� XVHIXO� LQ� PDQ\� VLWXDWLRQV�� 6LQFH� WKH

SRZHU�RI�ZHE�SURWRFRO� LV�DQ�HDV\�ZD\�WR�FUHDWH�WKH�XVHU� LQWHUIDFH�DQG�UHPRWH�GDWD�UHWULHYDO�
(YHU\�GHYLFHV�DQG�DSSOLDQFHV�VKRXOG�EH�HPEHGGHG�ZLWK� WKH�ZHE�VHUYHU��$V� LW¶OO�SURYLGH� WKH
2SHQ�V\VWHP�DQG�LQIRUPDWLRQ�VKDULQJ��)RU�H[DPSOH��LI�WKH�ID[�PDFKLQH�KDV�D�ZHE�FDSDELOLW\�
7KH�ZKROH�RIILFH�FDQ�XVH�RQO\�RQH�ID[�PDFKLQH��7KH�XVHUV�LQ�WKH�GLIIHUHQFH�SDUW�RI�WKH�RIILFH
FDQ� VHH� WKH� LQFRPLQJ� GRFXPHQW� WKURXJK� WKH� ZHE�� 7KH� RWKHU� LQVWDQFH� LV� WKH� WHOHSKRQH
DQVZHULQJ�PDFKLQH��6XSSRVH�WKDW�\RX�DUH�DZD\�IURP�\RX�KRPH�DQG�ZDQW�WR�FKHFN�LI�WKHUH�LV
DQ\ERG\�PDNLQJ� D�FDOO� WR� \RX��7KHQ� \RX� MXVW�GLDO� \RXU�QRWHERRN� WR� \RXU�KRPH�DQG�VHH� WKH
DQVZHULQJ�PDFKLQH�VWDWXV�RU�HYHQ�OLVWHQ�WR�WKH�PHVVDJH�

,W¶V�EHHQ�SUHGLFWHG�WKDW�HYHU\�GHYLFH�DQG�DSSOLDQFH�VKRXOG�EH�UXQQLQJ�RYHU�,3�SURWRFRO�
7R�DUFKLYH�WKLV�JRDO��DQ�HPEHGGHG�ZHE�VHUYHU�DQG�7&3�,3�VKRXOG�KDYH�DQ�RSHQ�VWDQGDUG�DV
WKH\�ZHUH�LQ�WKH�6HUYHU�EDVHG�ZHE�VHUYHU�

���&RQFOXVLRQV
$V�WKH�QXPEHU�RI�GHYLFHV�JURZ�XS�HYHU\GD\��,W�VWURQJO\�IRUFHV�WR�QHWZRUN�WKH�GHYLFHV

DV�WKH�EHQHILW�RI�GLVWULEXWHV�WKH�LQIRUPDWLRQ�DQG�PDQDJHPHQW��7R�DGG�WKH�ZHE�LQWHUIDFLQJ�WR
GHYLFH�RU�DSSOLDQFH��SHRSOH�FDQ�XWLOL]H�WKH�LQIRUPDWLRQ�HDVLHU�

$V�WKH�HPEHGGHG�ZHE�VHUYHU�FDQ�EH�UHFRQILJXUH�WR�IXQFWLRQ�LQ�DQ\�HQYLURQPHQW��7KH
GHYHORSHU�FDQ�HDVLO\�FRQQHFW�WKHLU�H[LVW�GHYLFHV�WR�WKH�ZHE�ZLWK�D�OLWWOH�PRGLILFDWLRQ�RI�VHUYHU
VLGH�VFULSWLQJ�ODQJXDJH�ZLWKRXW�FUHDWLQJ�WKH�ZKROH�V\VWHP�RI�WKHLU�RZQ�

5HIHUHQFHV
>�@�-RVHSK�/�/RQJ��³0HPRU\�,QWHUIDFLQJ�DQG�$UFKLWHFWXUHV�IRU�(PEHGGHG�6\VWHPV�´

(PEHGGHG�6\VWHP�&RQIHUHQFH��&ODVV����
>�@�'��&��3OXPPHU��������³$Q�(WKHUQHW�$GGUHVV�5HVROXWLRQ�3URWRFRO�´�5)&���������SDJHV
>�@�+��)U\VW\N��5��)LHOGLQJ��DQG�7��%HUQHUV�/HH��������³+\SHUWH[W�7UDQVIHU�3URWRFRO�±

+773�����´�5)&����������SDJHV
>�@�-�%�3RVWHO��������³8VHU�'DWDJUDP�3URWRFRO�´�5)&��������SDJHV
>�@�-�%�3RVWHO������D��³,QWHUQHW�3URWRFRO�´�5)&���������SDJHV
>�@�-�%�3RVWHO������E��³,QWHUQHW�&RQWURO�0HVVDJH�3URWRFRO�´�5)&���������SDJHV
>�@�-�%�3RVWHO������F��³7UDQVPLVVLRQ�&RQWURO�3URWRFRO�´�5)&���������SDJHV
>�@�+��)U\VW\N��5��)LHOGLQJ��DQG�7��%HUQHUV�/HH��������³+\SHUWH[W�7UDQVIHU�3URWRFRO�±

+773�����´�5)&����������SDJHV
>�@�+�)U\VW\N��-��*HWW\V��-��0RJXO��5��)LHOGLQJ��DQG�7��%HUQHUV�/HH��������³+\SHUWH[W

7UDQVIHU�3URWRFRO�±�+773�����´�5)&����������SDJHV
>��@�-��)UDQNV��3��+DOODP�%DNHU��-��+RVWHWOHU��6��/DZUHQFH��3��/HDFK��$�/XRWRQHQ��DQG

/�6WHZDUW��������³+773�$XWKHQWLFDWLRQ��%DVLF�DQG�'LJHVW�$FFHVV�$XWKHQWLFDWLRQ�´�5)&
���������SDJHV

>��@�6WHYH�:LQJDUG��6S\JODVV��,QF��´(PEHGGLQJ�+773�)XQFWLRQDOLW\�IRU�:HE�%DVHG
&RQILJXWDLRQ�DQG�0DQDJHPHQW�RI�'HYLFHV�´�(PEHGGHG�6\VWHP�&RQIHUHQFH��&ODVV����

>��@�0LFKDHO�2¶%ULHQ��*R$KHDG�6RIWZDUH��´2SHQ�6RXUFH�(PEHGGHG�:HE�6HUYHUV�´
(PEHGGHG�6\VWHP�&RQIHUHQFH��&ODVV����


