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Abstract— Hard disk failure is a serious problem in term of
product quality and credibility to customers. All hard disk drive
companies need to be aware and address how to get rid of failure
and prevent the repeat of the problem in their products. The
quality of failure analysis process depends on the person who has
most experience. It would not be so efficient if the company has
no experienced person to perform the analysis. A knowledge
management system can store the knowledge of experienced
engineers. It can help new engineers to learn the craft. It would
reduce a knowledge gap issues and bring up efficiency for failure
solving process. This paper presents a design and implementation
of knowledge management system for failure analysis in hard
disk with case-based reasoning. The existing cases are stored and
a new case can be compared to the existing one in order to
retrieve the relevant existing knowledge to help the analysis.
Once the new case is solved, it can be stored to aid the future
cases. A prototype of the system has been implemented and the
assessment of user satisfaction shows that it can improve the
failure analysis process effectively.
Keywords—knowledge management; case-based reasoning;
failure analysis; root cause analysis; vector space model

I.

INTRODUCTION

Failure is a serious problem for the hard disk drive
companies. They need to fix the root cause of failure in order
to prevent repeating of the same problem in the future.
Failure analysis is a process to identify the cause of the failure.
The failure analysis requires knowledge from person who has
most experience. However there are knowledge gap between
expert and new engineer. It would be a problem if the company
has no experienced person for analyzing the failure.
Reducing the knowledge gap issues and the failure analysis
process efficiency will increased.
In order to store the accumulated experience of the senior
engineers in failure analysis, knowledge management can be
used. Knowledge management [1] is a process of identifying,
capturing, evaluating, retrieving, sharing, and effectively using
the knowledge in the organization. Using knowledge
management will reduce a knowledge gap issues and bring up
efficiency for failure analysis process.
The problem solving process in failure analysis of the hard
disk can be modelled by case-based reasoning. Case-based
reasoning (CBR) is a generic methodology for building the
knowledge-based systems for solving the problem on specific

tasks. CBR solves the new problems by adapting the successful
solutions from the similar problems in the past, then store the
solution as a new case.
This paper presents a knowledge management system for
failure analysis of hard disk that employs case-based reasoning.
The information retrieval techniques including vector space
model and cosine similarity are applied. The eight disciplines
problem solving is used to design the document template.
The system design and development process are presented.
Finally, the assessment of the prototype system is discussed.
Section II discusses related theory. Section III explains our
methodology. Section IV describes the details of the proposed
system. Section V shows the system assessment. Finally, the
conclusion and future work are discussed in Section VI.
II.

RELATED THEORIES

The related theories are presented in this part including
knowledge management, problem-solving and case-based
reasoning, information storage and retrieval, vector space
model and cosine similarity, and eight disciplines problem
solving.
A. Knowledge management
Knowledge is a fact or condition of knowing something
with familiarity gained through experience or association.
There are two kinds of knowledge namely explicit knowledge
and tacit knowledge [1] [2]. Explicit knowledge is the
knowledge that set out in tangible form. It is articulated
knowledge which can be stored in certain media such as files,
databases, documents, emails, or software codes. Tacit
knowledge is the knowledge that is difficult to transfer or
access. This knowledge is obtained by internal individual
processes like experience or individual talents. Therefore, the
tacit knowledge cannot be managed and taught in the same
manner as explicit knowledge.
Knowledge management (KM) is a method that simplifies
the process of sharing, distributing, creating, capturing and
understanding of a company’s knowledge. These assets may
include databases, documents, procedures, and experience in
individual workers. KM refers to multi-approach for achieving
organizational objectives by making the best use of knowledge.
Knowledge management typically focus on the organizational
objectives such as improved performance, innovation, sharing

of lessons learned, integration, and continuous improvement of
the organization.
In this work, we proposed the knowledge management
system that store explicit knowledge in failure analysis process.
The explicit knowledge is transformed from tacit knowledge
by the engineers who perform the analysis. They will record
their tacit knowledge into documents and store them into the
system.
B. Problem-solving and case-based reasoning
Problem-solving is the process to resolve various
difficulties. It consists of using generic or ad hoc methods for
finding solutions [3]. When products or processes fail,
corrective actions and preventive actions can be taken to fix the
root cause and prevent failures in the future. The past
experience is useful for enhancing the problem-solving
process.
Case-based reasoning is a generic method for building the
knowledge-based systems that is capable of solving problems
on specific tasks. CBR solves a new problem by adapting the
previous successful solutions of the similar problems [4]. CBR
systems can acquire new knowledge as a case. Sometime the
solutions of similar problems might be directly applicable to
current problem. Usually the adaptation is required when
problems are not exactly the same as the past cases.
The adaptation is based upon the differences between current
problem and similar problem in past. Once the solution to the
new problem has been verified, the system will define and
store it into the memory as a new case.
The CBR life cycle is shown in Fig. 1. There are four
stages of the CBR. The first stage is the retrieve stage [5]. It
starts from measuring the similarity of the current problem and
the previous problems that stored in the memory called casebased with their solutions. Then retrieving one or more similar
cases. Next, the reuse stage, in this stage the retrieved solution
is adapted to solve the new problem. After that, the revision
stage, revise the new proposed solution, including the
information or knowledge gained from solving the new
problem. Finally, the retain stage, store the new case into the
system memory.
We proposed the knowledge management system which
apply CBR concept to help users to solve their problems in
failure analysis process by adapting the previous successful
solutions of the similar failures.
C. Information storage and retrieval
Information retrieval (IR) accesses to information items in
natural language such as documents, Web pages, structured
and unstructured records [7]. An information retrieval system
contains two parts. The first part is the indexing part for
creating the term index to represent the individual document.
The second part is the searching part for retrieving the
information items that are relevant to user query.
IR process begins when a user enters a query into the
system. After that, the user’s query is matched against each

Fig. 1. Case-based reasoning life cycle. [6]

information items and similarity score is computed in this step.
The information items are ranked by similarity scores. Finally,
the relevant information is displayed to the user.
In this work, the information retrieval technique is applied
in the retrieve stage and the retain stage. The indexing
technique is used in the retain stage of CBR in order to create
the index that represents the case. Searching technique is used
in the retrieve stage of CBR in order to retrieve the case that
relevant to the new failure.
D. Vector space model and cosine similarity
Vector space model [8] is an approach which is based on
vector formed by each word contained in the document or the
query. Document is a vector which has direction in
n-dimensional space and magnitude that considers as the
frequency of each words.
The relevance of a document to a query is based on the
similarity between the document vector and the query vector.
Cosine formula is used to measure the similarity by measuring
the cosine of the angle between their corresponding term
vectors [9]. The degree of similarity is higher if the cosine
angle between two vectors is close to 1.
E. Eight disciplines problem solving
Eight disciplines problem solving (8D) [10] is a problemsolving method that is highly effective and is popular among
manufacturers. 8D comprised of eight stages. First, Form a
team, establish a team including members from many areas in
the organization. Second, Describe the Problem, specify the
problem properly. Third, Interim containment, implement
actions to isolate the problem from customers. Fourth, Root
cause analysis, identify root cause and explain why the
problem has occurred. Fifth, Verify permanent corrective
action, establish a long term solution and verify that it will
actually solve the problem. Sixth, Implement a permanent
corrective action, fix the problem at the root cause. Seventh,
Prevent recurrence, define and implement the preventive action
to prevent recurrence of current problem and similar problems.
Finally, Team celebration, celebrate successful completion and
recognizing both team and individual efforts.

Fig. 3. Impact factors in failure analysis process.

Fig. 2. System development methodology.

III.

METHODOLOGY

There are three processes to develop the system starting
from data gathering process, define document template
process, and software development process as shown in Fig. 2.
The explanation of data gathering process and define document
template process is described in details, while the proposed
system constructed by software development process is
described in the next section.
A. Data gathering
There are two types of data. The first type of data is the
existing raw data in the failure analysis process. This data are
contained within the documents in the process such as
presentations, emails, and weekly reports. The second type of
data is user requirement data. This data are gathered for
understanding the user's standpoint on each data. In this work,
the data gathering process is separated into three stages.
First stage, the documents in the current failure analysis
process are collected to classify the types of data that is
contained in document content. Starting from identifying types
of failure in current failure analysis process. Then, select one or
two representative for representing the data of each group.
Then, mapping the data type between each selected
representative documents. In this step, the common data and
the specific data that contained in the current process are
collected. Then, analyze and define which data are required in
the proposed system. Finally, verify the classified data against
user requirement.
Second stage, select the documents as the initial data in the
proposed system. Starting from analyzing the classified data
from previous stage to define the checklist. Then, select the
documents by using the checklist as defined in previous step.
Finally, reformatting the selected documents. The format of the
document is contained by the classified data from the previous
stage.

Failure name:
Case ID:
Product name:
Failed location:

Short description of the failure.
this id is generated by system. Reference case:
the case-based.
The name of product.
Firmware version: version of firmware.
Location of failure.
Background
information of the failure for problem identification.
- what
- where
- when
- why
Background:
- how
(symptom)
- how many
Define containment actions to isolate the problem from the customer
Containment action: - short term solution
Identify all applicable causes that could explain why the problem has
occurred. Also identify why the problem was not noticed at the time it
occurred. All causes shall be verified or proved.
Root cause analysis: - Working procedured to find the root cause of failure.
Define and implement the best corrective actions.
- Long term solution
Corrective action:
- Fix the root cause
Define procedures to prevent recurrence of the failure and all similar
Preventive action:
failure.

Fig. 4. Defined template of document for failure analysis.

Third stage, understand the user's standpoint on each
classified data. Data gathering are executed using survey
technique. The short questionnaire on topic of failure analysis
is issued to the engineering team. The analysis of their
responses are used to validate and improve the proposed
system.
There are three outcomes generated by this process.
First, the list of classified data. Second, the set of selected
documents. Last, the set of impact factors of data in the current
process (Fig. 3).
B. Define document template
Document template serves as a starting point for creating
new document with pre-formatted. There are several
advantages of using templates. First is the consistency of the
document. Every documents are constructed by a template so
they will have the same structure. Second, it reduces an error
because using template will enforce users to fill in all critical
elements in order to complete their task. Moreover, the good
template will increase speed of filling in the information since
users can simply change the desired information instead of
developing a new document every time.
The process to develop the template are separated to three
steps. First, mapping the classified data from previous process
with 8D format. Then, analyze and design the document

template. In this step, the impact factors from previous process
are applied. Next, define a template. Finally, verify the
document template against system requirement. The defined
template is shown in Fig. 4.
IV. PROPOSED SYSTEM
The proposed system contained three domains as shown in
Fig. 5. First, user domain presented the user workflow.
The case-based reasoning concept is applied in this domain
with supporting functions provided by the application domain.
Next, application domain is a part of system that provide
interface to the user. Finally, system domain is a core function
of the system. There are two main functions including in the
system domain: the indexing function and searching function.
A. User domain
The user activities consist of retrieve, reuse and revise, and
retain. These activities follow the CBR concept (Fig. 6). The
activity begins when a user has the new failure need to be
analyzed. The user would search using the symptom of the
new failure as a query. The system will suggest cases that are
similar to the query. In this step, vector space model and
cosine similarity are used.
Next, the user reviews each case. If the retrieved case is
relevant to the new failure, the user can duplicate the relevant
case and uses it as the reference of failure analysis procedure.
In the other hand, if the retrieved case does not match the new
failure, the user can create the new case document without a
reference. Then, the new failure is analyzed by adapting the
knowledge in the reference case. After the problem has been
solved, the user saves the new case document into the system.
The system will index and store it into the case-bases library
and the index term table. Finally, the new case is stored in the
system and is ready for searching in the future.

Fig. 5. System overview.

B. Application Domain
The application domain is an interface that is connected to the
user domain. This domain is the interface between the user
domain and the system domain. The system workflow is
controlled by this domain. There are several functions in this
domain to support the CBR concept such as retrieve, suggest
the cases for reusing, serve an information for adapting the
knowledge in the reference case to solve the new problem,
create a new case document, and retain a new case into the
system.
C. System Domain
The system domain is the main function responsible for
computational tasks. There are four main sections in the
system domain including storage, retrieval, Lucene.NET, and
data layer as shown in Fig. 7. Storage is responsible for
document processing in order to store the case into the
knowledge base library and update the case information in the
relational database. There are two modules in this section.

Fig. 6. Activity diagram to explain the user workflow.

The first module is the content extraction module. This
module is the interface that receives the new case document
from the application domain. It extracts the content according
to the document template structure. The next module, the
document management module, is responsible for creating the
new case and save it into the knowledge base library then
update the case status in the database. This module also selects
the content to send to Lucene.NET for indexing.

the case-based reasoning to provide more effective knowledge
support for analyzing the failure. The interface of the
knowledge management system includes the search engine
and failure analysis environment with supporting knowledge.
Once a worker save a new document after completed the
failure analysis process, the system will create a new case and
store it into the system. This stored cases will be a good
reference knowledge for the future.
V.

SYSTEM ASSESSMENT

The assessment consists of two parts: assessing user
satisfaction and assessing the searching effectiveness.

Fig. 7. System domain architecture.

Retrieval is responsible for searching the relevant cases
and returning the set of relevant cases back to the application
domain ordering by the similarity score. There are two
modules in this part. The first module is the searching module.
It is an interface for receiving the query from the application
domain and pass it to the Lucene.NET. The second module is
the rendering module. It receives the search result from
Lucene.NET and generates the content of each case then sends
the result back to the application domain.
Lunene.NET is C# library that provide an infrastructure
for the information retrieval system. In this work, we separate
the function of Lucene.NET to three modules. The first
module is the indexing module. It is responsible for document
processing. It creates the term index of the document and
stores it into the index table. The second module is the
similarity measurement module. This module is responsible
for searching activity. It computes the similarity between
query and every document in the index table using vector
space and cosine similarity. In the third module, the search
result would be ranked and ordered by the similarity score and
pass them to the rendering module.
Data layer is responsible for managing the data. There are
two types of data in the system. The first type is knowledge
base. It is a library that stored the case documents. The
documents stored in the knowledge base are in XML file
format. The second type of data is the case information table.
It is a relational database that stored the case information such
as case id, owner, date create, date modify, status, and
reference case.
D. System Implementation
A prototype has been developed to demonstrate the
proposed knowledge management system for failure analysis.
Several software tools are used including the Microsoft Visual
Studio 2015, ASP.NET, MySQL database, and Lucene.net
library. The knowledge management system is integrated with

A. User satisfaction assessment
The user satisfaction is assessed using the questionnaire.
The subject for assessment is divided into four subjects.
The first is learning organization. This subject measures the
user expectation in term of knowledge exchangeability in the
organization. The second is the improvement of the process.
This subject is intended to assess the suitability of proposed
system to failure analysis process. The third is the saving of
time. This subject measures the user expectation for reducing
the time to analyze the failure by using the proposed system.
The fourth is the improvement of correctness. This subject
measures the user expectation in term of accuracy and
efficiency improvement by using the system.
The score of each subject is ranged between 1 to 5. 5 is a
highest satisfaction score. There are two sections in the
assessment document. The first section presents the prototype
system including the workflow and example for using the
system. In the second section, four questions are presented.
The questionnaire are distributed to 92 persons that work
on failure analysis area in one hard disk drive company.
Totally 23 from 92 responded. 65% of the responder has more
than 5 years’ experience on failure analysis, 23% has
experience between 4 to 5 years, and 22% less than 3 years.
The assessment result is shown in Table I. The learning
organization shows highest score at 4.52, improve
effectiveness 4.39, reduce time 4.39, and improve correctness
4.22.
From Table I the learning organization shows highest score
at 4.52. The assessment score of every subject is in high level,
so we can conclude this system is successful in term of user
satisfaction.
B. Searching effectiveness assessment
This assessment measures whether the users are getting
relevant documents at the top of ranking or not. The retrieval
evaluation methods are precision at 5 (P@5) and precision at
10 (P@10). The idea is that the higher number of relevant
documents at the top of ranking should have more positive
score. The P@5 and P@10 measure the precision when 5 or 10
documents have been seen from the search result.
There are a several steps for this assessment process.
First, ten queries are prepared for searching. Then, analyze
each
individual
item
from
the
search
result.

TABLE I.

USER ASSESSMENT RESULT

subject
learning organization
improve effectiveness
reduce time
improve correctness

TABLE II.
ranks

search result (relevant = 1)

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
P@5
P@10

5
14
11
10
7
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CASE RETRIEVAL ASSESSMENT RESULT
1
1
1
1
1
1
1
1
1
1
1
1
0
0
0
0
1.0
1.0

2
1
1
1
0
0
0
0
0
0
0
0
0
1
0
0
0.6
0.3

3
1
0
0
1
0
0
1
0
0
0
0
0
0
0
0
0.4
0.3

4
0
1
1
0
0
1
0
1
1
0
0
1
0
0
0
0.4
0.5

query number
5
6
7
1
1
1
1
1
1
1
1
1
0
0
1
0
0
0
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0.6 0.6 0.8
0.4 0.3 0.4

8
1
1
1
0
0
1
1
0
0
0
1
0
0
0
0
0.6
0.5

9
1
1
0
0
1
0
0
0
0
0
0
0
0
0
0
0.6
0.3

10
1
1
1
1
1
0
0
0
0
0
0
0
0
0
0
1.0
0.5

Give 1 point if it is relevant to the query, while give 0 point
otherwise. After completed all queries the P@5 and P@10 are
calculated as shown in Table II.
From Table II the P@5 is 66%, and P@10 is 45%. That
means the users are getting relevant document at the top 5
more than a half and get 45% relevant at the top 10 by average.
We can conclude that the searching effectiveness of the
proposed system is acceptable.
VI.

CONCLUSION AND FUTURE WORK

This paper presents a knowledge management system for
failure analysis in hard disk with case-based reasoning.
Document template is designed by using the real data in failure
analysis process. The prototype system is implemented. Based
on assessment result it can be concluded that the system has
high score in term of user satisfaction, and the searching
effectiveness is acceptable. In summary, this system is
successful. However, the proposed system presented in this
paper has a limitation. The cases in this system are represented
by using the text only. The actual picture of the cases is a
useful information for helping user to analyze the failure but it
is not included in the database. In the future, variety of data
should be presented in the database.

